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Section 1. About this tutorial

Should | take this tutorial?

One of the important features of the Java language is support for multithreaded (also called
concurrent) programming.

This tutorial is an introduction to the use of multiple threads in a Java program and will
appeal to systems or application programmers who want to learn about multithreaded Java
programming.

A multithreaded program can take advantage of the additional CPUs in a shared-memory
multiprocessor architecture in order to execute more quickly. The use of multiple threads can
also simplify the design of a program. As an example, consider a server program in which
each incoming client request is handled by a dedicated thread.

However, to avoid race conditions and corruption of shared data, the threads in a concurrent
program must be properly synchronized. Many example programs are used in this tutorial to
illustrate these concepts.

This tutorial assumes a prior general knowledge of Java programming; the context and level
of knowledge used in this tutorial is the equivalent of an undergraduate operating systems
course. For a more explicit explanation of the experience needed to get the most out of this
tutorial, see Assumptions and context on page 3 .

About the author

Stephen J. Hartley is an Associate Professor of Computer Science at Rowan University in
Glassboro, NJ. He has published two books with Oxford University Press on the topic of
concurrent programming: Operating Systems Programming: The SR Programming Language
(1995) and Concurrent Programming: The Java Programming Language (1998). Contact
Stephen at hartley@elvis.rowan.edu.

For questions about the content of this tutorial, please contact the author.
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Section 2. Introduction

Goals and objectives

The two goals of this tutorial are to:

* Learn the "nuts and bolts" of creating multiple threads of control in a Java program.
* Learn the pitfalls and areas that can trip you up when synchronizing those threads to
avoid race conditions and corruption of shared data.

Assumptions and context

Before we move into the nuts and bolts of concurrent programming, let's elaborate on the
knowledge and experience necessary to effectively wring the most use from this tutorial.

We assume that you have a general knowledge of concurrency issues, at a level
commensurate with an undergraduate computer science operating systems course. We also
assume a familiarity with the following terms and concepts: multiple threads, shared data,
race conditions, critical sections, mutual exclusion, monitors, and semaphores. Finally, you
should have knowledge of object-oriented programming and sequential Java: classes,
objects, interfaces, inheritance, polymorphism, packages, and exceptions.

For further reference, Resources on page 122 at the end of the tutorial includes online and
print resources on concurrent programming and the Java language.

Tutorial platform specifications

All example Java programs in this tutorial have been executed on a PC running Red Hat's
version 7.0 of Linux, using the IBM Java software developer kit version 1.3.0 for Linux. This
developer kit uses native threads and therefore time slices them automatically.

The examples are compiled and executed with the just-in-time compiler (JIT) disabled
(command export JAVA COWPI LER=NONE) to facilitate the manifestation of race
conditions in Example race.java on page 24 andExample rac2.java on page 25 .

You can download a zip file containing all example Java programs in this tutorial in
Resources on page 122 .

Concurrent programming in the Java language Page 3 of 124


http://www.redhat.com/
http://www.redhat.com/
http://www.redhat.com/
http://www.redhat.com/
http://www.redhat.com/
http://www.redhat.com/
http://www.ibm.com/developerworks/java/jdk/linux130/
http://www.ibm.com/developerworks/java/jdk/linux130/
http://www.ibm.com/developerworks/java/jdk/linux130/
http://www.ibm.com/developerworks/java/jdk/linux130/
http://www.ibm.com/developerworks/java/jdk/linux130/
http://www.ibm.com/developerworks/java/jdk/linux130/
http://www.ibm.com/developerworks/java/jdk/linux130/
http://www.ibm.com/developerworks/java/jdk/linux130/
http://www.ibm.com/developerworks/java/jdk/linux130/

Presented by developerWorks, your source for great tutorials i bm com devel oper Wr ks

Section 3. Starting Java threads

Two ways to start Java threads

There are two ways to start Java threads. One way is to subclass the Thr ead class:

cl ass A extends Thread {
public void run() {
/1 code for the new thread to execute
}

}

”A a = new A(); // create the thread object
a.start(); /1l start the new thread executing

The second way is to implement the Runnabl e interface:

class B extends ... inplenents Runnable {
public void run() {
/1l code for the new thread to execute

}

}

.”B b = new B(); /'l create the Runnabl e object
Thread t = new Thread(b); // create a thread object
t.start(); /'l start the new thread

Example prit.java on page 6 demonstrates multithreaded prime number generation with one
thread per number checked. Sample run of prit.java on page 7 shows the results. The Class
Prime.java on page 7 is used. Unit testing of Prime.java on page 8 demonstrates unit
testing of the Pri ne. j ava class.

Background material on threads

First a quick refresher on threading.

A process is an executing program. It has been allocated memory by the operating system. A
thread is an execution or flow of control in the address space of a process; the program
counter register points to the next instruction to be executed.

A process is a program with at least one thread. A process can have more than one thread.
All the threads in a process have their own program counter and their own stack for local
(also called automatic) variables and return addresses of invoked procedures.

In the Java language, a thread in the run-time interpreter calls the mai n() method of the
class on the j ava command line. Each object created can have one or more threads, all
sharing access to the data fields of the object.

The article "An Introduction to Programming with Threads" by Andrew D. Birrell (1989; a DEC
research report) offers the following motivations for concurrent programming with threads:
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* Shared memory multiprocessors are cheaper and more common so each thread can be
allocated a CPU.

* Jtis less expensive and more efficient to create several threads in one process that
share data than to create several processes that share data.

* 1/O on slow devices (such as networks, terminals, and disks) can be done in one thread
while another thread does useful computation in parallel.

* Multiple threads can handle the events (such as mouse clicks) in multiple windows in
the windowing system on a workstation.

* In a LAN cluster of workstations or in a distributed operating system environment, a
server running on one machine can spawn a thread to handle an incoming request in
parallel with the main thread continuing to accept additional incoming requests.

When two threads perform a function such as N=N+1 at about the same time, you have a
race condition. Both threads are "racing" each other for access to the data and one of the
updates can get lost. In general, race conditions are possible when two or more threads
share data, they are reading and writing the shared data concurrently, and the final result
depends on which one does what when.

Concurrently executing threads that share data need to synchronize their operations and
processing to avoid race conditions on shared data. Thread synchronization can be done
with flag variables and busy waiting. Because it uses a lot of CPU cycles, busy waiting is
inefficient. Blocking would be better.

A critical section is a block of code in a thread that accesses one or more shared variables in
a read-update-write fashion. In such a situation we want mutual exclusion in which only one
thread can access (read-update-write) a shared variable at a time.

The mutual exclusion problem is how to keep two or more threads from being in their critical
sections at the same time, where we make no assumptions about the number of CPUs or
their relative speeds.

A thread outside its critical section should not keep other threads outside their critical
sections from entering. This is also called a safety property (or absence of unnecessary
delay).

Also, no thread should have to wait forever to enter its critical section. This is also called a
liveness property (or eventual entry).

Andrews characterizes an atomic action as one that "makes an indivisible state transition:
any intermediate state that might exist in the implementation of the action must not be visible
to other threads."” This means that nothing from another thread can be interleaved in the
implementation of the action for it to be atomic.

Critical sections need to be defined as if they were one atomic action to avoid race
conditions.

Here are the basic issues to keep in mind to solve the mutual exclusion problem when
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devising a pre-protocol and a post-protocol based on either hardware or software. The
protocols must:

* Prevent two threads from being in their critical sections at the same time
* Have the desirable safety and liveness properties
* Allow critical sections to be executed atomically

The system's ground rules are as follows:

It is a load/store register architecture.

Multiple, concurrently executing threads are sharing data.

There are single or multiple CPUs and we cannot make relative speed assumptions.
Access to shared variables can be interleaved if two threads are in their critical sections
at the same time.

Threads may not halt in their pre- or post-protocols.

* Threads may not halt in their critical sections.

* Threads may halt outside their critical sections.

* X X x

*

Thread Ti,i=1, 2, 3, ...
while (true) {

out si deCS() ;

want ToEnt er CS(i ) ; /'l pre-protocol

i nsi deCS() ;

finishedl nCS(i); /'l post-protocol

The next several panels display the code described in this section. To view the code, click
Next; or you can go directly to the next section, Thread states, priorities, and methods on
page 9, and return to the code samples at another time.

Example prit.java

class PrineThread extends Thread {
private int m= 0;
Pri meThread(int n) { this. m=m }
public void run() {
if (Prinme.prime(n)) Systemout.printin(m+ " is prinme");
}

cl ass Test PrinmeThreads {
public static void main(String[] args) {
int n1 =0, n2 = 0;

try {
nl = Integer.parselnt(args[0]);
n2 = Integer.parselnt(args[1]);

} catch (Nunber For mat Exception e) {
Systemout.println("inproper format");
System exit(1);

} catch (Arrayl ndexQut O BoundsException e) {
System out. println("not enough command |ine argunments”);
Systemexit(1l);

if (nl<2]| n2<2]| nl>n2) {

Systemout.printlin("illegal conmand |ine argunents "
+nl +", " +n2);
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Systemexit(1);
}
Systemout.println("printing prines from"
+nl +" to" + n2);
new PseudoTineSlicing(); // for Solaris, not Wndows 95/ NT

for (int i =nl; i <=n2; i++) {
Thread t = new PrinmeThread(i);
t.start();

i bm conl devel oper Wr ks

Sample run of prit.java

% javac prit.java

% java TestPri neThreads 10 20

printing prinmes from10 to 20

Java version=1.3.0

Java vendor =I BM Cor por ati on

OS nane=Li nux

CS arch=i 586

CS version=#1 Mon Sep 27 10:25:54 EDT 1999. 2. 2.12-20
No PseudoTi meSlici ng needed

11 is prine

13 is prinme

17 is prine

19 is prinme

% j ava Test Pri nmeThreads 1000000 1000060
printing primes from 1000000 to 1000060
Java version=1.3.0

Java vendor =I BM Cor por ati on

OS nane=Li nux

CS arch=i 586

CS version=#1 Mon Sep 27 10: 25:54 EDT 1999. 2. 2.12-20
No PseudoTi neSlici ng needed

1000003 is prine

1000033 is prine

1000037 is prine

1000039 is prine

Class Prime.java

public class Prinme {
public static boolean prine(int k) {
if (k <2) return fal se;
int limt = k/2;
for (int i =2; i <=k/2; i++) {
if ((k %i) == 0) return fal se

return true;

public static void main(String[] args) {
int n=0;
try {
n = Integer. parselnt(args[0]);
} catch (Nunber For mat Exception e) {
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Systemout.println("inproper format");
Systemexit(1l);

} catch (Arrayl ndexQut O BoundsException e) {
Systemout.println("no conmand |ine argunent");
Systemexit(1l);

}
if (n<2) {

Systemout. println("conmand |ine argunent " + n

+ " is too small");

Systemexit(1);
}
Systemout.println("printing primes from2 to " + n);
for (int i =2; i <=n; i++) {

if (Prinme.prime(i)) Systemout.println(i + " is prime");
}

}
}

Unit testing of Prime.java

% javac Prine.java

% java Prinme

no conmand |ine argunent

% java Prinme abc

i mproper fornmat

%java Prinme O

command line argunent 0 is too small
% java Prinme 10

printing primes from2 to 10
is prine

is prine

is prine

is prine

~NOITwnN
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Section 4. Thread states, priorities, and methods

Thread states

Thread states are defined as:

* New before the thread's st art () method is called

* Runnable if the thread is in the ready queue

* Running if the thread is executing on the CPU

* Dead after the thread's r un() method completes or st op() method is called

* Blocked if the thread is blocked on 1/O, a j oi n() method call, or a sl eep( ms) method
call

* Suspended if the thread's suspend() method is called from the running or runnable
states

* Suspended-blocked if the thread's suspend() method is called from the blocked state

Thread priorities

Thread priorities (class variables) are:

* MMX_PRIORITY
* NORM PRI ORI TY
*MNPRORTY

Priority set and get instance methods include:

* setPriority(Thread. priority)
* getPriority()

The JVM scheduler usually ensures that the highest priority thread is running on the CPU,
pre-empting the currently running thread when necessary, but this is not a guarantee. (See
page 415 of The Java Language Specification, in Resources on page 122 .)

Time slicing
Time slicing of threads is also known as round-robin scheduling . It is done by the JVM. The

IBM JDK 1.3.0 for Linux and the Microsoft Windows JVMs perform this task; the Solaris
version does not.

The Class PseudoTimeSlicing.java on page 11 implements "pseudo” time slicing. Using this
class does not guarantee time slicing, but it works in practice.
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Thread class methods

The following methods are st at i ¢ in class Thr ead and apply to the calling thread:

*

Thr ead. sl eep( ms) blocks the calling thread for the specified time.

In Thr ead. yi el d(), the calling thread gives up the CPU (but is not guaranteed by the
JLS).

Any method can use Thr ead. current Thread() to get a reference to the thread that
called the method, for example, Thr ead. current Thread().getPriority();.

Use Thread. i nt errupt ed() to see if the thread's i nt errupt () method has been
called (it clears the interrupted flag).

Instance methods

And here are the instance methods (for example, t . st art () in whicht is a reference
variable to a Thr ead object):

*

start () : Start a new thread executing the r un() method.

st op() : Terminate the thread (deprecated, do not use).

suspend() : Suspend the thread (deprecated, do not use).

resune() : Resume the suspended thread (deprecated, do not use).

j oi n() : Join with another thread when the latter terminates.

i nterrupt (): Tell the thread to check for a change in what it should be doing.

i sl nterrupted(): Check if the thread's i nt er r upt () method has been called (this
does not clear the interrupted flag).

i SAl'i ve() : Check if the thread has terminated.

set Daenon( bool ean) : Make the thread a daemon (the JVM ignores this thread when
determining if all threads in a program have terminated).

i sDaenon() : Check if the thread is a daemon.
set Priority(int):Change the priority of the thread.
get Priority(): Return the prioritiy of the thread.

set Nane(string): Change the name of the thread to be equal to the argument nane.
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* get Nane() : Return the name of the thread.

Examples

The following example programs demonstrate what we've just been covering.

Class Sugar.java on page 12 is "syntactic sugar." It provides class methodage( ) , which
returns the number of milliseconds since the program started, and class method
r andonf range) .

Example beep.java on page 13 allows you to test a platform for timeslicing.Sample run of
beep.java on page 14 shows the results.

Example quad.java on page 15 implements adaptive quadrature numerical integration with
multiple threads and uses j oi n() for synchronization. If the sum of the areas of the two
sub-trapezoids is not close enough to the area of the trapezoid containing them, two threads
are spawned to repeat the calculation for each sub-trapezoid. The spawning thread cannot
continue until each of the two spawned threads finishes. Sample run of quad.java on page 16
shows the results.

This figure shows the implementation of adaptive quadrature numerical integration with
multiple threads.

9
: e
-*'-“'f:_';;----’_“_““ s
P Pt
| fa+b)/2 b

The next several panels display the code described in this section. To view the code, click
Next; or you can go directly to the next section, The volatile modifier on page 18, and return
to the code samples at another time.

Class PseudoTimeSlicing.java

public class PseudoTi neSlicing inplements Runnabl e {
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private static final String
JAVA VERSI ON = System get Property("java.version"),
JAVA VENDOR = System get Property("java. vendor"),
OS_NAME = System get Property("os. nane"),
OS_ARCH = System get Property("os.arch"),
OS_VERSI ON = System get Property("os.version");
private static Thread ne = null;
private static int tinmeSlice;
public PseudoTineSlicing() { this(100); }
public PseudoTineSlicing(int ts) {
/1l See http://ww.javaworld. contjavawor| d/jw 04-1999/
/'l jw 04-tool box_p.htm for the correct way to do singletons
/1 in a nultithreaded situation.
if (me == null) {
Systemout.println("Java version=" + JAVA VERSI ON
+ "\ nJava vendor=" + JAVA VENDOR
+ "\ nCS name=" + OS_NAME + "\nCS arch=" + OS_ARCH
+ "\ nCS version=" + OS_VERSION);
i f (OS_NAME. equal s("Sol aris") ||
(OS_NAME. equal s("Li nux") &&
I JAVA VENDOR. startsWth("I1BM))) {
timeSlice = ts;
me = new Thread(this);
nme. setPriority(Thread. MAX PRI ORI TY) ;
nme. set Daenon(true);
me. start();
System out. println("PseudoTi neSlicing installed");
} else
System out. println("No PseudoTi neSlicing needed");
} else Systemout.println(
"PseudoTi neSlicing already installed");

}
public void run() {
if (Thread.currentThread() !'= nme) return;
/1l this highest-priority thread waki ng up sends the
/'l currently executing thread back to the runnabl e set
while (true) {
try { Thread.sleep(tineSlice); }
catch (InterruptedException e) { /* ignored */ }
}
}
}

Class Sugar.java

i mport java.util.Random
public abstract class Sugar {
private static final long startTine
= SystemcurrentTimeM I 1is();
private static final Randomrnd = new Random();
/1 utility nethods
protected static final |ong age() {
return SystemcurrentTineMIlis() - startTine;

protected static final double randon() {
return rnd. next Double(); // in range [0, 1)

protected static final double randon(int ub) {
return rnd. next Doubl e()*ub; // in range [0, ub)

protected static final double random(int Ib, int ub) {
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return | b + rnd. next Doubl e()*(ub - Ib); // in range [lb, ub)

}
}

Example beep.java

cl ass Beeper extends Sugar inplenments Runnabl e {
private int beep = 0;
private String name = null;
public Beeper(String nane, int beep) {
t hi s. name = nane;
this. beep = beep;
Systemout.println(nane + " is alive, beep=" + beep);

}
public void run() {
| ong val ue = 1;
Systemout.println("age()=" + age() + ",
+ name + " running");
/'l so main() thread has priority and
/1 surely gets CPU later to interrupt() us
Thread. current Thread().setPriority(
Thread. current Thread().getPriority()-1);
while (true) {

if (valuet++ % beep == 0)
Systemout.println("age()=" + age()
+ ", " + name + " beeps, value=" + value);

if (Thread.interrupted()) {
Systemout. println("age=" + age() + ",
+ nane + " interrupted");
return;

}
}
}
}

cl ass Beepi ng extends Sugar ({
public static void main(String[] args) {
i nt nunBeepers = 4;
i nt beep = 100000;

String tinmeSlice = "no"
int runTime = 60; /'l default in seconds
try {
nunBeepers = I nteger.parselnt(args[0]);
beep = Integer. parselnt(args[1]);
timeSlice = args[2];
runTime = Integer.parselnt(args[3]);

} catch (Exception e) { /* use defaults */ }
System out. printl n("Beepi ng: nunBeepers=" + nunBeepers
+ ", beep=" + beep + ", tinmeSlice=" + tinmeSlice
+ ", runTime=" + runTi ne);
if (tinmeSlice.equals("yes"))
/] for Solaris, not Wndows 95/ NT
new PseudoTi meSlicing();
/] start the Beeper threads
Thread[] b = new Thread[ nunBeepers];

for (int i = 0; i < nunBeepers; i++)
b[i] = new Thread(new Beeper ("Beeper"+i, beep));
for (int i = 0; i < nunBeepers; i++) b[i].start();

Systemout.printin("A|l Beeper threads started");
/1 let the Beepers run for a while

try {
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Thr ead. sl eep(runTi ne*1000) ;
System out. println("age=" + age()

+ ", time to interrupt the Beepers and exit");
for (int i = 0; i < nunBeepers; i++)
b[i].interrupt();
for (int i = 0; i < nunBeepers; i++)
bli].join();

} catch (InterruptedException e) { /* ignored */ }
Systemout.println("Al Beeper threads interrupted");
System exit (0);

i bm conl devel oper Wr ks

Sample run of beep.java

% j avac beep.java

% j ava Beeping 4 100000 no 3

Beepi ng: nunBeepers=4, beep=100000,
BeeperO is alive, beep=100000
Beeperl is alive, beep=100000
Beeper2 is alive, beep=100000
Beeper3 is alive, beep=100000

age() =36, Beeper0 running
age() =134, Beeperl running
age() =195, Beeper2 running
Al'l Beeper threads started
age() =225, Beeper 3 running
age() =374, Beeper3 beeps,
age() =600, Beeper?2 beeps,
age() =769, Beeperl beeps,
age() =901, Beeper0 beeps,
age()=1050, BeeperO beeps,
age()=1125, Beeperl beeps,
age()=1287, Beeper3 beeps,
age()=1392, Beeper2 beeps,
age()=1671, Beeperl beeps,
age()=1757, BeeperO beeps,
age()=1988, Beeper3 beeps,
age()=2063, Beeper2 beeps,
age()=2209, Beeper2 beeps,
age()=2426, Beeper0 beeps,
age()=2499, Beeperl beeps,
age()=2688, Beeper3 beeps,
age()=2979, Beeperl beeps,
age()=3073, Beeper0 beeps, val ue=500001
age()=3219, Beeper0 beeps, val ue=600001
age=3234, tinme to interrupt the Beepers
age()=3290, Beeper2 beeps, val ue=500001
age=3291, Beeper2 interrupted
age()=3321, Beeper3 beeps, val ue=500001
age=3322, Beeper3 interrupted
age()=3444, Beeperl beeps, val ue=600001
age=3445, Beeperl interrupted
age()=3578, BeeperO0 beeps, val ue=700001
age=3578, Beeper0 interrupted

Al'l Beeper threads interrupted

% j ava Beepi ng 4 100000 yes 3

Beepi ng: nunBeepers=4, beep=100000,
Java version=1.3.0

Java vendor =I BM Cor por ati on

OS nane=Li nux

timeSlice=no, runTi me=3

val ue=100001
val ue=100001
val ue=100001
val ue=100001
val ue=200001
val ue=200001
val ue=200001
val ue=200001
val ue=300001
val ue=300001
val ue=300001
val ue=300001
val ue=400001
val ue=400001
val ue=400001
val ue=400001
val ue=500001

and exit

ti meSlice=yes, runTi mne=3

Concurrent programming in the Java language
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OS ar ch=i 586

i bm conl devel oper Wr ks

OS version=#1 Mon Sep 27 10: 25:54 EDT 1999.2.2.12-20

No PseudoT
BeeperO is
Beeperl is
Beeper2 is alive, b
Beeper3 is alive, b
age() =38, BeeperO r

nesSlicin
alive, b
alive, b

age() =168, Beeperl

age() =293, BeeperO0

age() =439, BeeperO0

age() =536, Beeperl

age() =618, Beeper?2

Al'l Beeper threads

age() =741, Beeper3

age() =855, Beeper?2

age() =922, Beeperl

age()=1195, BeeperO
age()=1319, Beeper3
age()=1562, Beeper?2
age()=1702, BeeperO
age()=1977, Beeper?2
age()=2078, Beeperl
age()=2225, Beeperl
age()=2266, Beeper3
age()=2413, Beeper3
age()=2561, Beeperl
age()=2740, Beeper?2
age()=2743, Beeper0
age()=3021, Beeper?2
age()=3124, BeeperO0
age()=3185, Beeper3
age()=3322, Beeperl
age()=3672, BeeperO0
age()=3723, Beeper3
age=3748, time to i
age()=3840, Beeperl
age=3841, Beeperl i

age()=3906, Beeper?2
age=3906, Beeper?2 i
age()=4066, Beeper3
age=4067, Beeper3 i
age()=4108, Beeper0
age=4109, BeeperO i
Al'l Beeper threads

g needed
eep=100000
eep=100000
eep=100000
eep=100000
unni ng
runni ng
beeps,
beeps,
beeps,
runni ng
started
runni ng
beeps,
beeps,
beeps,
beeps,
beeps,
beeps,
beeps,
beeps,
beeps,
beeps,
beeps,
beeps,
beeps,
beeps,
beeps,
beeps,
beeps,
beeps,

val ue=100001
val ue=200001
val ue=100001

val ue=100001
val ue=200001
val ue=300001
val ue=100001
val ue=200001
val ue=400001
val ue=300001
val ue=300001
val ue=400001
val ue=200001
val ue=300001
val ue=500001
val ue=400001
val ue=500001
val ue=500001
val ue=600001
val ue=400001
val ue=600001
beeps, val ue=700001
beeps, val ue=500001
nterrupt the Beepers
beeps, val ue=700001
nterrupt ed

beeps, val ue=600001
nt errupt ed

beeps, val ue=600001
nterrupt ed

beeps, val ue=800001
nt errupt ed

i nterrupted

and exit

Example quad.java

i nterface TheFuncti
public double ev
public String to

cl ass MyFunction
public doubl e
public String to

cl ass Area extends
private double p
private TheFunct

public Area(double a, double b, double eps,

p = a; q:b

on {
al uat e(doubl e x);
String();

String() { return "
Thread {

, g, epsilon, result
ion f;

; epsilon = eps; f

Concurrent programming in the Java language

i mpl ements TheFunction {
eval uate(double x) { return x*x; }

Xx & DN -

= fn;

}

TheFunction fn) {
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public double getResult() { return result; }
private static double trapezoi dArea
(doubl e p, double g, TheFunction f) {
doubl e area =
(Math.abs(qg-p))/2 * (f.evaluate(p) + f.evaluate(q));
return area;

public void run() {
doubl e bigArea = trapezoi dArea(p, q, f);
double leftSnall Area = trapezoidArea (p, ((p+q)/2), f
doubl e rightSmal | Area = trapezoi dArea(((p+q)/2), q, f
doubl e suntX Areas = leftSnall Area + rightSnall Area;
doubl e rel Error = Mat h. abs(bi gArea - sunOf Areas);
if (relEBrror <= (epsilon * sunfAreas)) result = bi gArea;
el se {
Area leftArea = new Area(p, (p+tq)/2, epsilon, f);
leftArea.start();
Area rightArea = new Area((p+q)/2, q, epsilon, f);
rightArea.start();
try { leftArea.join(); }
catch (InterruptedException e) { /* ignored */ }
try { rightArea.join(); }
catch (InterruptedException e) { /* ignored */ }
result = leftArea.getResult() + rightArea.getResult();

~—

}
}

cl ass AdaptiveQuadrature {
public static void main(String[] args) {

double a = 0, b =0, epsilon = 0;

try {
a = (Doubl e. val ueO (args[0])). doubl eVal ue();
b = (Doubl e. val ue (args[1])) . doubl eVval ue();
epsilon = (Doubl e. val ueX (args[2])).doubl eVal ue();

} catch (Nunber For mat Exception e) {
Systemout.println("inproper format");
Systemexit(1l);

} catch (Arrayl ndexQut O BoundsException e) {
System out. println("not enough conmand |ine argunents");
Systemexit(1l);

if (b<=a]|| epsilon <= 0) {
Systemerr.printin("b <= a || epsilon <=0, exit");
Systemexit(1l);

TheFunction fn = new MyFuncti on();
System out. println("Adaptive Quadrature of" + fn + " from"
+a+"to" +b+" withrelative error " + epsilon);
Area area = new Area(a, b, epsilon, fn);
new PseudoTineSlicing(); // for Solaris, not Wndows 95/ NT
area.start();
try { area.join(); }
catch (InterruptedException e) { /* ignored */ }
doubl e result = area.getResult();
Systemout.printin("Result for" + fn +" =" + result);
System exit(0);

Sample run of quad.java
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% j avac quad.java

% j ava AdaptiveQuadrature 0.5 1.5 0.001

Adaptive Quadrature of x**2 fromO0.5 to 1.5 with relative error 0.0010
Java version=1.3.0

Java vendor =I BM Cor por ati on

OS nane=Li nux

CS arch=i 586

OS version=#1 Mon Sep 27 10: 25:54 EDT 1999.2.2.12-20

No PseudoTi neSlici ng needed

Result for x**2 = 1.084136962890625
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Section 5. The volatile modifier

Some definitions

The vol at i | e modifier tells the compiler that the variable is accessed by more than one
thread at a time and inhibits inappropriate code optimizations by the compiler, such as
caching the value of the variable in a CPU register instead of updating main memory with
each assignment to the variable.

The Java Language Specification guarantees that updates to any one shared variable by a
particular thread are seen by other threads in the order performed by that particular thread.
However, the JLS does not require other threads to see updates to different shared variables
in the order performed by the updating thread unless the variables are declared vol ati | e.

Examples of the volatile modifier

Example bwbb.java on page 19 implements a busy waiting bounded buffer for a producer and
consumer. The producer thread deposits items and busy waits if the bounded buffer fills up.
The consumer thread fetches items and busy waits if the bounded buffer is empty.

The producer thread must "see" the val ue and occupi ed fields updated by the consumer
thread in the exact order the updates are performed by the consumer thread (or the
consumer must see the producer updates in the order performed). If not, the producer thread
might overwrite an item in a buffer slot that the consumer has not yet read (or the consumer
might read again an item from a buffer slot it has already read). Driver bbdr.java on page 20
creates the producer and consumer threads. Sample run of bwbb.java on page 22 shows the
results of bwbb. j ava.

The figure below illustrates this interaction.
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full buffer slot

The next several panels display the code described in this section. To view the code, click

Next; or you can go directly to the next section, Race conditions on page 24 , and return to
the code samples at another time.

Example bwbb.java

class Bufferltem {
/1l multiple threads access so nake these 'volatil €'
public volatile double value = 0;
public volatile bool ean occupi ed = fal se;

cl ass BoundedBuffer {
/1 designed for a single producer thread and
/1 a single consuner thread
private int nuntlots = O;
private Bufferlten{] buffer = null;
private int putln = 0, takeCQut = O;
publ i ¢ BoundedBuffer(int nuntlots) {
if (nuntlots <= 0)
throw new ||| egal Argunent Exception("nunSlots <= 0");
this. nuntSlots = nuntl ot s;
buf fer = new Bufferlten]nunslots];
for (int i =0; i < nunSlots; i++)
buffer[i] = new Bufferltem);

public void deposit(doubl e val ue)

throws | nterruptedException {
while (buffer[putln].occupied) // busy wait
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Thread. current Thread().vyield();
buf fer[putln].val ue = val ue;
buffer[putln].occupied = true;
putln = (putln + 1) % nuntl ot s;

public double fetch()

throws | nterruptedException {

doubl e val ue;

while (!buffer[takeQut].occupied) // busy wait
Thread. current Thread() .yiel d();

val ue = buffer[takeQut]. val ue;

buffer[takeQut].occupi ed = fal se;

takeQut = (takeQut + 1) % nuntl ots;

return val ue;

Driver bbdr.java

cl ass Producer extends Sugar inplenents Runnabl e {

private String name = null;

private int pNap = 0; // mlliseconds

private BoundedBuffer bb = null;

private Thread ne = null;

public Producer(String nane, int pNap, BoundedBuffer bb) {
thi s. name = nane;
this. pNap = pNap;
this.bb = bb;
(me = new Thread(this)).start();

}
public void timeToQuit() { nme.interrupt(); }
public void pauseTil Done() throws InterruptedException
{ me.join(); }
public void run()
if (Thread.currentThread() != nme) return
doubl e item
i nt nappi ng;
while (true) {
if (Thread.interrupted()) {

Systemout. println("age=" + age() + ", " + nanme
+ " interrupted");
return;
}
napping = 1 + (int) randon(pNap);
Systemout.println("age=" + age() + ", " + nane

+ " napping for " + napping + " nms");
try { Thread. sl eep(napping); }
catch (InterruptedException e) {

Systemout.println("age=" + age() + ", " + nane
+ " interrupted from sleep”);
return;

item = random);

Systemout.println("age=" + age() + ", " + nane
+ " produced item" + item;

try { bb.deposit(item; }

catch (InterruptedException e) {

Systemout. println("age=" + age() + ", " + nanme
+ " interrupted fromdeposit");
return;
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Systemout.println("age=" + age() +
+ " deposited item" + item
}
}

i bm conl devel oper Wr ks

" " 4 pane

cl ass Consumer extends Sugar inplenments Runnabl e {

private String nane = null

private int cNap = 0; // mlliseconds
private BoundedBuffer bb = null;
private Thread ne = null;

public Consuner(String nane, int cNap, BoundedBuffer bb) {

thi s. namre = nane;

this.cNap = cNap;

this. bb = bb;

(me = new Thread(this)).start();

}

public void timeToQuit() { nme.interrupt();

public void pauseTil Done() throws Interrupt
{ me.join(); }

public void run() {

}
edException

if (Thread.currentThread() !'= ne) return

doubl e item
i nt nappi ng;
while (true) {
if (Thread.interrupted()) {

System out. println("age=" + age()
+ " interrupted");
return;

}
napping = 1 + (int) randon{cNap);
Systemout.println("age=" + age() +

+ ", " + nane

" " 4 pane

+ " napping for " + napping + " nms");

try { Thread. sl eep(napping); }

catch (InterruptedException e) {
Systemout. println("age=" + age()

+ " interrupted from sl eep");

return;

} .

Systemout.println("age=" + age() +
+ " wants to consume");

try { item= bb.fetch(); }

catch (InterruptedException e) {

Systemout. println("age=" + age()
+ " interrupted fromfetch");
return;

}
Systemout.println("age=" + age() +
+ " fetched item" + iten;
}
}

cl ass ProducersConsuners extends Sugar {
public static void nmain(String[] args) {
int nunSlots = 10;
nt nunProducers = 1
= 1,

i
i nt nunConsuner s
i
i

nt pNap = 2; /1 defaults
nt cNap = 2; /1 in
int runTime = 60; /1 seconds

/1 following set true in srbb.java runs
/!l so as not to try tojoin with a

/'l suspended thread and thus deadl ock
bool ean doJoin = true;

try {
nuntl ots = I nteger. parselnt(args[0]);

Concurrent programming in the Java language

+ ", " + nane
", "+ nane
+ ", " + nane
", "+ nane
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nunProducers = I nteger. parselnt(args[1]);
nunConsuners = I nteger. parselnt(args[2]);
pNap = Integer. parselnt(args[3]);
cNap = Integer.parselnt(args[4]);
runTime = I nteger.parselnt(args[5]);
doJoin = args[6].equal s("yes");
} catch (Exception e) { /* use defaults */ }
System out . printl n("ProducersConsuners:\n nuntl| ot s="
+ nunBlots + ", nunProducers=" + nunProducers
+ ", nunConsuners=" + nunConsuners + ", pNap="
+ pNap + ", cNap=" + cNap + ", runTinme=" + runTine);
/'l create the bounded buffer
BoundedBuf f er bb = new BoundedBuf f er (nuntl ot s) ;
/1 start the Producers and Consuners
/'l (they have self-starting threads)
Producer[] p = new Producer [ nunProducers];
Consuner[] ¢ = new Consuner[ nunConsuners] ;
new PseudoTi neSlicing(); // for Solaris, not Wndows 95/ NT

for (int i = 0; i < nunProducers; i++)
p[i] = new Producer (" PRODUCER'+i, pNap*1000, bb);
for (int i = 0; i < nunConsuners; i++)

c[i] = new Consumer (" Consumner"+i, cNap*1000, bb);
Systemout.printin("Al threads started");
/1 let themrun for a while
try {

Thr ead. sl eep(runTi me*1000) ;

Systemout. println("age=" + age()

+ ", time to termnate the threads and exit");
for (int i = 0; i < nunProducers; i++)
p[i].tinmeToQuit();
for (int i = 0; i < nunConsuners; i++)

c[i].timeToQuit();
Thr ead. sl eep(1000);

if (doJdoin) {
for (int i = 0; i < nunProducers; i++)
p[i].pauseTil Done();
for (int i = 0; i < nunConsuners; i++)

c[i].pauseTil Done();
} else
Systemout. println(" skipping pauseTil Done()");

} catch (InterruptedException e) { /* ignored */ }
System out. println("age=" + age()

+ ", all threads are done");
System exit(0);

}
}

Sample run of bwbb.java

% j avac bwbb.java bbdr.java
% j ava ProducersConsuners 10 1 1 2 2 5
Pr oducer sConsurmer s
nuntl ot s=10, nunProducers=1, nunConsumners=1, pNap=2, cNap=2, runTi nme=5
Java version=1.3.0
Java vendor =I BM Cor por ati on
OS nane=Li nux
OS arch=i 586
CS version=#1 Mon Sep 27 10: 25:54 EDT 1999. 2. 2.12-20
No PseudoTi meSlici ng needed
age=47, PRODUCERO napping for 1349 ns
age=66, Consuner0 napping for 201 ns
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All

threads started

i bm conl devel oper Wr ks

age=286, Consuner0 wants to consune

age=1406,
age=1422,
age=1423,
age=1424,
age=1426,
age=1475,
age=2636,
age=2637,
age=2638,
age=2640,
age=2641,
age=2795,
age=2797,
age=2798,
age=3668,
age=3668,
age=3669,
age=4708,
age=4709,
age=4710,
age=4725,
age=4726,
age=4727,
age=5078,
age=5081,
age=5082,
age=6088,

Concurrent programming in the Java language

PRODUCERO
PRODUCERO
PRODUCERO
Consuner 0
Consuner 0
Consuner 0
PRODUCERO
PRODUCERO
PRODUCERO
Consuner 0
Consuner 0
PRODUCERO
PRODUCERO
PRODUCERO
Consuner 0
Consuner 0
Consuner 0
PRODUCERO
PRODUCERO
PRODUCERO
Consuner 0
Consuner 0
Consuner 0

produced item 0. 11775977233610768
deposited item0.11775977233610768
nappi ng for 1203 ns

fetched item0.11775977233610768
nappi ng for 39 ns

wants to consune

produced item 0. 717652488961075
deposited item 0. 717652488961075
nappi ng for 143 ns

fetched item 0.717652488961075
nappi ng for 1020 ns

produced item 0.29972388090543556
deposited item 0.29972388090543556
nappi ng for 1898 ns

wants to consumne

fetched item 0.29972388090543556
nappi ng for 1046 ns

produced item 0.5794441336470957
deposited item 0.5794441336470957
nappi ng for 955 ns

wants to consumne

fetched item 0.5794441336470957
nappi ng for 528 ns

time to termnate the threads and exit

PRODUCERO
Consuner 0
al |

interrupted from sl eep
interrupted from sl eep

t hreads are done
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Section 6. Race conditions

Some definitions

If two threads execute n=n+1 on a shared variable n at about the same time, their load and
store instructions might interleave so that one thread overwrites the update of the other.

This lost update leads to an erroneous result and is an example of a race condition. Race
conditions are possible when two or more threads share data, they are reading and writing
the shared data concurrently, and the final result of the computation depends on which one
does what when.

Examples of race conditions

Example race.java on page 24 demonstrates a lost update in whichsum=f n( sum nj plays
the role of n=n+1. Sample run of race.java on page 25 illustrates the results.

In Example rac2.java on page 25, a race condition between an ATM thread and an Auditor
thread in a bank exists. Sample run of rac2.java on page 26 shows the results.

Example srbb.java on page 27 shows we should not synchronize threads withsuspend()
and r esune() because a race condition is possible. If we try to replace busy waiting with
blocking in the bounded-buffer producer and consumer by having a thread suspend itself
until resumed by the other thread, we run the risk of both the producer thread and the
consumer thread becoming suspended, each waiting for the other to resume it.

Driver bbdr.java on page 20 creates the producer and consumer threads. Sample run of
srbb.java on page 28 demonstrates a sample run.

The next several panels display the code described in this section. To view the code, click
Next; or you can go directly to the next section, Synchronized blocks on page 30 , and return
to the code samples at another time.

Example race.java

cl ass Racer inplenments Runnable {
/1 these two fields are shared by both threads since
/1l there is only ONE object created fromthis class
private int M= 0;
private volatile long sum= 0; // note "volatile'
public Racer(int M { this. M=M }

private long fn(long j, int k) {
long total = j;
for (int i =1; i <=k; i++) total +=1i;

return total;

}

public void run() {
for (int m=1;, m<= M m+) sum= fn(sum nj;
Systemout.println("sum=" + sum;

}

class Racing {
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public static void nmain(String[] args) {
Racer racerObject = new Racer (2000);
Thread racer Threadl = new Thread(racer Qbj ect);
Thread racer Thread2 = new Thread(racer Qbj ect);
new PseudoTineSlicing(); // for Solaris, not Wndows 95/ NT
racer Threadl.start(); racerThread2.start();
try { racerThreadl.join(); racerThread2.join(); }
catch (InterruptedException e) { /* ignored */ }

Sample run of race.java

% j avac race.java

% j ava Racing

Java version=1.3.0

Java vendor =I BM Cor por ati on

OS nane=Li nux

OS arch=i 586

CS version=#1 Mon Sep 27 10:25:54 EDT 1999. 2. 2.12-20
No PseudoTi neSlici ng needed

sum = 1335334000

sum = 1394734020

Example rac2.java

cl ass Savi ngsAccount { public volatile int balance = 0; }
cl ass ATM ext ends Sugar inplenments Runnabl e {
private int numAccounts = O;
private Savi ngsAccount[] savi ngsAccount = null
public ATMint numAccounts, SavingsAccount[] savi ngsAccount) {
t hi s. numAccounts = numAccounts;
t hi s. savi ngsAccount = savi ngsAccount;

}
public void run() {
int fromAccount, toAccount, anount;
while (true) {
if (Thread.interrupted()) {
Systemout.println("age()=" + age()
+ ", ATMwas interrupted");
return;

}

fromAccount =

toAccount = (i

anount = 1 +
(int) randon(savi ngsAccount[fromAccount]. bal ance);

savi ngsAccount [ fromAccount] . bal ance -= anount;

savi ngsAccount [t oAccount]. bal ance += anount;

(int) randon(numAccounts);
nt) random( numAccounts);

}
}

cl ass Auditor extends Sugar inplenents Runnable {
private int numAccounts = O;
private Savi ngsAccount[] savi ngsAccount = null
public Auditor(int numAccounts, SavingsAccount[] savi ngsAccount) {
t hi s. numAccounts = numAccounts;
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t hi s. savi ngsAccount = savi ngsAccount;

}
public void run() {
int total;
while (true) {
try { Thread. sl eep(1000); }
catch (InterruptedException e) {

Systemout.println("age()=" + age()
+ ", Auditor interrupted fromsleep");
return;

total = 0;

for (int i = 0; i < numAccounts; i++)

total += savingsAccount[i]. bal ance;
Systemout.println("age()=" + age()
+ ", total is $" + total);
if (Thread.interrupted()) {
Systemout. println("age()=" + age()
+ ", Auditor was interrupted");
return;

}
}
}

cl ass Bank extends Sugar {
public static void main(String[] args) {
i nt numAccounts = 100;
int initialValue = 1000; // dollars
Savi ngsAccount[] savi ngsAccount = null;

try {
numAccounts = | nteger. parselnt(args[0]);
initial Value = Integer.parselnt(args[1]);

} catch (Exception e) { /* use defaults */ }
savi ngsAccount = new Savi ngsAccount [ numAccount s] ;

for (int i = 0; i < numAccounts; i++) {
savi ngsAccount[i] = new Savi ngsAccount ();
savi ngsAccount[i]. bal ance = initial Val ue;
}

Systemout.println("Bank open with " + numAccounts

+ " accounts, each starting with $" + initial Value);
new PseudoTineSlicing(); // for Solaris, not Wndows 95/ NT
Thread atm = new Thr ead(

new ATM nunmAccounts, savi ngsAccount));
Thread audi tor = new Thread(

new Audi t or (humAccount s, savi ngsAccount));
atmstart(); auditor.start();
try {

Thr ead. sl eep(10000) ;

atminterrupt(); atmjoin();

Thr ead. sl eep(3000);

auditor.interrupt(); auditor.join();
} catch (InterruptedException e) { /* ignored */ }
System exit(0);

Sample run of rac2.java

% javac rac2.java
% j ava Bank
Bank open with 100 accounts, each starting with $1000
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Java version=1.3.0

Java vendor =I BM Cor por ati on

OS nane=Li nux

OS arch=i 586

CS version=#1 Mon Sep 27 10:25:54 EDT 1999.2.2.12-20
No PseudoTi neSlici ng needed

age()=1171, total is $100000
age()=2191, total is $100000
age()=3201, total is $100000
age()=4211, total is $100000
age()=5221, total is $100000
age()=6231, total is $100000
age()=7241, total is $100000
age()=8251, total is $100000
age()=9261, total is $99999

age()=10171, ATM was interrupted
age()=10271, total is $100000

age()=11283, total is $100000

age()=12291, total is $100000

age()=13182, Auditor interrupted from sl eep
% j ava Bank 500000

Bank open w th 500000 accounts, each starting with $1000
Java version=1.3.0

Java vendor =I BM Cor por ati on

OS nane=Li nux

OS arch=i 586

CS version=#1 Mon Sep 27 10:25:54 EDT 1999.2.2.12-20
No PseudoTi neSlici ng needed

age()=10763, total is $499996968
age()=12418, total is $499992296
age()=14018, total is $499990606
age()=15669, total is $499986034
age()=17326, total is $500012696
age()=19020, total is $499974189
age()=19213, ATM was interrupted
age()=20968, total is $500000000
age()=23113, total is $500000000
age()=23114, Auditor was interrupted

Example srbb.java

class Bufferltem {
public volatile double value = 0;
public volatile bool ean occupi ed = fal se;
public volatile Thread thread = null;

cl ass BoundedBuffer {
/1 designed for a single producer thread and
/'l a single consuner thread
private int nuntlots = O;
private Bufferlteni] buffer = null;
private int putln = 0, takeCQut = O;
publ i c BoundedBuffer(int nuntlots) {
if (nundlots <= 0)
t hrow new ||| egal Argunent Exception("nunslots <= 0");
this.nuntSlots = nuntl ot s;
buf fer = new Bufferlten]nunslots];
for (int i = 0; i < nunSlots; i++)
buffer[i] = new Bufferltem();

public void deposit(doubl e val ue)
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buf fer[putln].val ue

throws | nterruptedException {

(buffer[putln].occupied) {
Thread producer = Thread. current Thread();

buffer[putln].thread = producer;

i bm conl devel oper Wr ks

/1 context switch possible here

pr oducer . suspend();
buffer[putln].thread = null;

= val ue;

buf fer[putln].occupied = true;

Thread consuner = buffer[putln].thread;
putln = (putln + 1)
I'= null) consuner.resune();

if

}
public double fetch()
throws | nterruptedException {

(consuner

doubl e val ue;
if (!buffer[takeQut]. occupied)
Thread consumer = Thread. current Thread();

buffer[takeQut].thread = consuner;

% nunBl ot s;

/1 context switch possible here

consumer . suspend() ;

buf fer[takeQut].thread = null

val ue = buffer[takeQut]. val ue;

buffer[takeQut].occupi ed = fal se;
Thread producer = buffer[takeCQut].thread;

takeQut = (takeCQut + 1)

if

(producer

return val ue;

% nuntl| ot s;
I'= null) producer.resune();

Sample run of srbb.java

% j avac srbb.java bbdr.java

% java ProducersConsuners 10 1 1 2 2 5 no

Pr oducer sConsuner s

nuntl ot s=10,

Java version=1.3.0
Java vendor =I BM Cor por ati on
GS nane=Li nux

OGS arch=i

586

nunPr oducer s=1

nunmConsumner s=1

pNap=2, cNap=2, runTi me=5

OS version=#1 Mon Sep 27 10:25:54 EDT 1999.2.2.12-20
No PseudoTi neSlici ng needed

age=48, PRODUCERO napping for 1549 ns
age=67, Consumner0 napping for 1861 ns

Al threads started

age=1609,
age=1625,
age=1626,
age=1949,
age=1950,
age=1952,
age=2347,
age=2617,
age=2618,
age=2619,
age=2638,
age=2640,
age=3009,

PRODUCERO
PRODUCERO
PRODUCERO
Consuner 0
Consuner 0
Consuner 0
Consuner 0
PRODUCERO
Consuner 0
Consuner 0
PRODUCERO
PRODUCERO
Consuner 0

Concurrent programming in the Java language

produced item 0. 37648945305426074
deposited item 0.37648945305426074
nappi ng for 974 s

wants to consume
fetched item 0.37648945305426074
nappi ng for 381 ns

wants to consume
produced item 0. 7493684193792439
fetched item 0.7493684193792439
nappi ng for 377 ns

deposited item 0. 7493684193792439
nappi ng for 1014 ns

wants to consume
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age=3667,
age=3668,
age=3669,
age=3686,
age=3688,
age=4048,
age=4187,
age=4188,
age=4189,
age=4207,
age=4208,
age=4727,
age=4728,
age=4729,
age=4877,
age=4877,
age=4878,
age=4906,
age=5077,
age=5098,
ski ppi ng
age=6087,

Concurrent programming in the Java language

PRODUCERO
Consuner 0
Consuner 0
PRODUCERO
PRODUCERO
Consuner 0
PRODUCERO
Consuner 0
Consuner 0
PRODUCERO
PRODUCERO
PRODUCERO
PRODUCERO
PRODUCERO
Consuner 0
Consuner 0
Consuner 0
Consuner 0

i bm conl devel oper Wr ks

produced item 0.8117997960074402
fetched item 0.8117997960074402
nappi ng for 365 ns

deposited item 0.8117997960074402
nappi ng for 484 ns

wants to consune

produced item 0.8961043263431506
fetched item 0.8961043263431506
nappi ng for 675 ns

deposited item 0. 8961043263431506
nappi ng for 504 ns

produced item 0.34322613800540913
deposited item 0. 34322613800540913
nappi ng for 1195 ns

wants to consumne

fetched item 0.34322613800540913
nappi ng for 19 ns

wants to consune

tine to ternmnate the threads and exit

PRODUCERO

interrupted from sl eep

pauseTi | Done()

al |

t hreads are done
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Section 7. Synchronized blocks

Object locks

Every Java object has a lock. A synchronized block uses an object's lock to act like a binary
semaphore with the initial value "1", solving the mutual exclusion critical section problem:

hj ect obj = new Object();

synchroni zed (obj) { // in a method
/1 any code, e.g., critical section
}

The construct:

synchroni zed nmethod(...) {
/1 body of method

is an abbreviation for:

met hod(...) {
synchroni zed (this) {
. /1 body of nethod
}

}

That is, the entire body of the instance method is a synchronized block on the object
(keyword t hi s) the method is in.

The JLS does not guarantee that the thread that has waited the longest to lock an object will
be the next to obtain the lock when the object is unlocked.

Examples of synchronized blocks

Example parp.java on page 31 offers multithreaded prime number generation with a fixed
number of threads (using Class Prime.java on page 7 ). Sample run of parp.java on page 31
shows the results.

In Example norc.java on page 32, only one thread at a time is allowed to execute
sumef n(sum m . Sample run of norc.java on page 32 demonstrates the sample run.

The next several panels contain an exercise and display the code described in this section.
To view the exercise and code, click Next; or you can go directly to the next section,
Monitors on page 33, and return to the code samples at another time.

Try this exercise

Use a synchronized block to eliminate the race condition in Example rac2.java on page 25 .
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Example parp.java

class Parallel Primes inplenents Runnable {
private static int nl, n2, nChecked, nThreads, next;
private static boolean[] taken, isPrineg;
private object nutex = this; // or = new Object();
public void run() {
int mne = 0;
while (true) {
synchroni zed (nutex) {
while (next < nChecked && taken[next]) next++;
nm ne = next;
if (mne >= nChecked) return
taken[ m ne] = true;

if (Prinme.prime(nl + mne)) isPrine[mne] = true;

}
public static void main(String[] args) {
try {
nl = Integer.parselnt(args[0]);
n2 = Integer.parselnt(args[1]);

nThreads = | nteger.parselnt(args[2]);

} catch (Nunber For mat Exception e) {
Systemout.println("inproper formt");
Systemexit(1l);

} catch (Arrayl ndexQut OF BoundsException e) {
Systemout. println("not enough conmand |ine argunents");
Systemexit(1l);

}

Systemout.printlin("printing primes from" + nl + " to
+ n2 + " using " + nThreads + " threads");

nChecked = n2 - nl1 + 1

if (nChecked < 1 || nThreads > nChecked) {
System out. println("bad conmand |ine argunents");
Systemexit(1l);

}

taken = new bool ean[ nChecked] ;
i sPrime = new bool ean[ nChecked] ;

for (int i = 0; i < nChecked; i++)
taken[i] = isPrime[i] = fal se
next = O;

Thread[] t = new Thread[ nThreads];

/1 Al threads execute inside the SAME object and thus
/1l SHARE all data.

Runnabl e a = new Parall el Prinmes();

for (int i =0; i < nThreads; i++) t[i] = new Thread(a);
new PseudoTineSlicing(); // for Solaris, not Wndows 95/ NT
for (int i =0; i < nThreads; i++) t[i].start();
try {

for (int i =0; i < nThreads; i++) t[i].join();
} catch (InterruptedException e) { /* ignored */ }
for (int i = 0; i < nChecked; i++)

if (isPrime[i])
Systemout.println((nl +i) +

is prime");

Sample run of parp.java
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% j avac parp.java

% java Parallel Pri mes 1000000 1000060 5

printing prinmes from 1000000 to 1000060 using 5 threads
Java version=1.3.0

Java vendor =I BM Cor por ati on

OS nane=Li nux

CS arch=i 586

OS version=#1 Mon Sep 27 10: 25:54 EDT 1999.2.2.12-20
No PseudoTi neSlici ng needed

1000003 is prinme

1000033 is prine

1000037 is prinme

1000039 is prine

Example norc.java

cl ass Racer inplenments Runnable {
/'l these two fields are shared by both threads since
/'l there is only ONE object created fromthis class
private int M= 0;

private long sum= 0; // “volatile' no |onger needed
public Racer(int M { this. M=M }
private long fn(long j, int k) {

long total = j;

for (int i =1; i <=k; i++) total +=i

return total

}
public void run() {
for (int m=1, m<= M nmt+)
synchroni zed (this) { // entry protoco
sum= fn(sum nm; // critical section
} /] exit protocol
Systemout.println("sum=" + sun;

Sample run of norc.java

% javac norc.java

% j ava Raci ng

Java version=1.3.0

Java vendor =I BM Cor por ati on

OS nane=Li nux

CS arch=i 586

OS version=#1 Mon Sep 27 10: 25:54 EDT 1999.2.2.12-20
No PseudoTi neSlici ng needed

sum = 1335334000

sum = 2670668000
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Section 8. Monitors

Monitor structure and properties

Every Java object possesses a lock and these methods: wai t (), notify(), and
noti fyAll ().

A thread invoking a synchr oni zed method must acquire the lock of the object containing
the method before executing the method's code. The thread blocks if the object is already
locked.

A monitor has the following structure or pattern:

cl ass Monitor extends ...
private ... [/ data fields (state vari abl es)
Monitor(...) {...} [/ constructor
public synchroni zed type nethodl(...)
throws | nterruptedException {

.nbiifyAll(); /1 if any wait conditions altered
while (!conditionl) wait();

noti fyAll (); // if any wait conditions altered

public synchroni zed type nethod2(...)
throws | nterruptedException {

.nbiifyAll(); /1 if any wait conditions altered
while (!condition2) wait();

noti fyAll (); // if any wait conditions altered

A Java thread is interrupted when its i nt er rupt () method is called by another thread. This
call sets a flag in the interrupted thread that the latter can check periodically, allowing one
thread to tell another thread to stop itself or return allocated resources if it is not in the middle
of some critical operation. (A thread should check its interrupt flag before or after such
operations and take appropriate action when interrupted.)

Note the following important points:

* The thread blocked the longest on a monitor synchr oni zed method call is not
guaranteed to be the next thread to acquire the monitor lock when the monitor lock is
released.

* The thread blocked the longest in a monitor wai t () call is not guaranteed to be the
one removed from the wait set when a not i f y() is done by some other thread in the
monitor.

* The signaling discipline is signal-and-continue so barging is possible -- a thread waiting
for the monitor lock to execute a monitor synchr oni zed method might get the lock
before a signaled thread re-acquires it, even if the not i f y() occurred earlier than the
monitor method call. Thus:
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while (!'condition) ... wait() ... notifyAll()

is safer than:
if (!condition) ... wait() ... notify()

* Each monitor object has a single nameless anonymous condition variable. We cannot
signal with not i f y() one of several threads waiting on a specific condition. It is safer
touse noti fyAll () to awaken all waiting threads so they can recheck their waiting
conditions.

* AnotifyAll () needs to be done by a thread before awai t () if any state variables
were altered by the thread after entering the monitor, which might affect other
thread-waiting conditions. This also applies before leaving the monitor (returning from
the method).

* The data fields in a monitor need not be declared vol at i | e because all writes to
shared variables by a thread are completed before obtaining and before releasing the
monitor lock.

* |f a thread that is blocked inside a call to sl eep(ns),join(),orwait() is
interrupted, then these methods clear the thread's interrupt flag and throw an
| nt errupt edExcepti on instead of returning normally. Note that no exception is
thrown if a thread is interrupted while blocked waiting to acquire a monitor's lock to
execute a synchronized method.

* In contrast, | nt er r upt edExcept i on is thrown by wai t () if a thread that has been
notified is interrupted while blocked and waiting to reacquire the monitor lock. If an
| nt errupt edExcept i on occurs while a thread isinwai t (), the thread must
reacquire the monitor lock before executing the code in the cat ch block.

* |gnoring | nt er r upt edExcepti on, as in:
while (!'condition) try { wait(); }
catch (InterruptedException e) { }

is undesirable. The enclosing method should throw the exception back to the caller.

* The following code:
if (lcondition) try { wait(); }
catch (InterruptedException e) { }

is incorrect because a thread interrupted out of its wai t () then re-enters the monitor
without being notified.

* Whenacalltowait(m | |iseconds) returns, the program cannot tell for sure if the
wait was notified or if the wait timed out after the number of milliseconds elapsed.

* In some situations, we can use not i fy() instead of noti fyAl I () andi f
wai t () instead of while ... wait().However, itis extremely tricky and not
recommended because of a race condition between i nterrupt () and notify().
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Suppose several threads are blocked inside wai t () and then one of them is notified
and then interrupted before it reacquires the monitor lock. The noti fy() gets "lost" in
that one of the other waiting threads should now proceed. We need to catch the
exception when a thread is interrupted out of wai t () and regenerate the noti fy().

* |tis usually wrong to Thr ead. sl eep(ms) while inside a monitor object holding the
lock (during a synchronized method invocation). Other threads wanting to enter the
monitor will block to acquire the monitor object's lock and they cannot be interrupted
from this state.

It is better to set a flag and leave the monitor; other threads can then wai t () for the
flag to change. No thread holds the monitor's lock for any longer than to set or check
this flag.

As the following examples show, monitors can be used to synchronize threads that request
resources from and return resources to a server. This is called a client/server relationship.

The clients interact with the server but not with each other. The server monitor is a passive
object in the sense that no independent thread executes inside it; the code in the monitor is
executed only when a monitor method is invoked by a client thread.

Monitors can be awkward to use if the threads have a relationship other than a client/server
one.

Background material on monitors

Semaphores are like gotos and pointers -- they work okay but are error prone and lack
structure and "discipline.”

For example, a disastrous typo such as:

V(S); criticalSection(); V(S)

can lead to deadlock:

P(S); criticalSection(); P(S).

Nested critical sections can also lead to deadlock:

P1: P(Q); P(S); ... V(S); V(Q);
P2: P(S); P(Q); ... V(Q); V(S);

A monitor is an object with some built-in mutual exclusion and thread-synchronization
capabilities. Monitors are an integral part of the programming language so the compiler can
generate the correct code to implement the monitor. Only one thread can be active at a time
in the monitor ("active" meaning executing a method of the monitor).

Monitors also have condition variables on which a thread can wait if conditions are not right
for it to continue executing in the monitor. Some other thread can then get in the monitor and
perhaps change the state of the monitor. If conditions are now right, that thread can signal a
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waiting thread, moving the latter to the ready queue to get back into the monitor when it
becomes free.

Monitors can use either a signal-and-exit or sighal-and-continue signaling discipline. In
signal-and-exit , a signaling thread must leave the monitor immediately, at which point it is
guaranteed that the signaled thread is the next one in the monitor.

In signal-and-continue , the signaled thread is not guaranteed to be the next one in the
monitor. In fact, barging can take place -- some thread that has called a monitor method and
is blocked until the monitor is free can get into the monitor before a signaled thread.

Semaphores and monitors can be used to solve the so-called "classical" synchronization
problems found in many operating systems books: the sleeping barber, the five dining
philosophers, and the database readers and writers.

The sleeping barber. A barber waits to cut hair. Customers enter the waiting room and take
a seat if one is available. If the waiting room is full, they try again later. Otherwise, they wait
until their turn for a hair cut.

Five dining philosophers. Five philosophers sit around a table and think until hungry.
Between each is a fork (for a total of five forks). To eat, a hungry philosopher must have
exclusive access to both the fork on his left and right. If both forks are not free, the
philosopher waits.

The algorithm in Example dpmo.java on page 39 does not deadlock (it never happens that all
philosophers are hungry, each holding one fork and waiting for the other), allows maximal
parallelism (a philosopher never picks up and holds a fork while waiting for the other fork to
become available when the fork he is holding could be used for eating by its neighbor), but
also allows starvation (a philosopher's two neighbors can collaborate and alternate their
eating so the one in the middle never can use the forks).

If a philosopher can hold a fork while waiting for the other fork, deadlock is possible, an
extreme case of not having maximal parallelism. However, starvation is not possible. Each
fork is represented by a semaphore and each hungry philosopher does a "P" on its left fork
and then its right fork.

We can fix the deadlock problem and retain no starvation, but we still do not have maximal
parallelism. All philosophers pick up left then right except one designated philosopher who
picks up right then left.

Philosopher starvation can also be prevented by introducing a new state: very hungry. A
philosopher is put into this state if he is hungry, if one of his neighbors puts down his forks,
and if he cannot eat because the other fork is in use. A new rule is added -- a hungry
philosopher cannot eat if he has a very hungry neighbor. These changes prevent a
collaboration of two philosophers trying to starve the philosopher between them.

Readers and writers. A database can be accessed concurrently by threads that only want to
read, but a writer thread must have exclusive access with respect to other readers and
writers.

A solution might allow writers to starve if enough readers keep coming along to read the
database so that the number of current readers is always above zero.
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Writer starvation is prevented by requiring readers that come along to read the database to
wait if there is a waiting writer even if other readers are currently reading the database. When
the current readers finish, the waiting writer writes the database and then signals into the
database a waiting reader. Each entering reader signals another waiting reader into the
database.

Examples of monitors

Example dpmo.java on page 39 illustrates the dining philosophers monitor. Five philosophers
sit around a table and think until hungry. Between each pair of philosophers is one fork. A
hungry philosopher must have exclusive simultaneous access to both its left and right forks
in order to eat. If they are not both free, the philosopher waits. Driver dpdr.java on page 40
creates the philosopher threads. Sample run of dpmo.java on page 42 shows the sample run.

The figure below illustrates the dining philosophers monitor.

3 d—-—‘.l philosopher

[ /2 - Spaghetti |
':..' |
-/ B, |

Example bbmo.java on page 42 shows a bounded buffer monitor for a producer and
consumer. Multiple producer threads and multiple consumer threads are handled. A producer
thread deposits items and blocks if the bounded buffer fills up. A consumer thread fetches
items and blocks if the bounded buffer is empty. Driver bbdr.java on page 20 creates the
producer and consumer threads. Sample run of bbmo.java on page 43 shows the sample run.

The figure below illustrates the bounded buffer monitor for a producer and consumer,
handling multiple producer and consumer threads.
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